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Risk Matrix (RM):
A tool provided by
federal agency to
assess risk to
research security
from inappropriate
foreign influence.

The RM is not
applied until after
scientific review of a
project.

This PAGE on NSF
SECURE is a resource
for current RM

status.
Caltech



https://74d29f26-53f6-4da2-984a-5dfa32d1426c.filesusr.com/ugd/855211_bb4b7854c9ba4074a6cd9632fad4f6f8.pdf
https://74d29f26-53f6-4da2-984a-5dfa32d1426c.filesusr.com/ugd/855211_bb4b7854c9ba4074a6cd9632fad4f6f8.pdf

Risk Mitigation

Select the Funding Agency

The United States Government is a major funding
source for research. The agencies below are among
the largest U.S. Government funding sources. Each
agency operates independently of the others and
provides guidance as to how to navigate elements
of risk that may be present within a proposal.

Factor1 Factor 2

Foreign Talent Recruitment Programs Foreign Funding Sources

Evaluate the Factors

Each funding agency views risk slightly differently,
and their categorization of risk differs accordingly.
Use the information found in this reference guide
to evaluate specific areas of risk surrounding your
use case.

Factor 3

Patents

Understand the Degree of Risk

Involved

Depending upon the factor and degree of risk involved
a funding agency may require specific mitigation
methods to ensure both researchers and the research
are protected.

Factor 4
U.S. Restricted Lists

Critical
Technologies

Formulate a Plan

Each research organization is different. How you choose to move
forward depends upon a variety of factors, including your organization’s
risk appetite and capabilities of dealing with risk in general.

This material is based upon work supported by the LS. National Science Foundation under Cooperative Agreement No.
2403771 Any opinions, findings, and conclusions or recommendations expressed in this material are those of the author(s)
and do not necessarily reflect the views of the LS. National Science Foundation and other LS. government agencies.

Process

Steps: Funding Agency, Factor Evaluation, Determine Risk, Develop a Plan

Factors: (1) Foreign Talent Recruitment Program, (2) Foreign Funding Sources (& Collaborations), (3)
Patents, (4) US Restricted Parties Lists

Process at Caltech: See Next Slide

Caltech




Caltech Risk Mitigation Process -

ORS Collects Data:

Publications (Co-authors, Affiliations-
Past and Present, Funding
Acknowledged)

Funding (Caltech, External Funding, O RS M EEtS Wlth
Req u eSt fro m Lab Member/Visitor Funding,

ORS Develops a
Plan to Submit
to Agency.

C&P/Other Support, In-Kind) Cove red
Age N Cy Outside Affiliations I N d |V| d ua I

Financial Interests

ORS Annual
Review.

Patents

Other Collaborations

Training

ORS: Office of Research Security (researchsecurity@caltech.edu)
Covered Individual: Usually Senior/Key Personnel

Publication and Collaboration Resources
Federal Agency Disclosures: Biosketch, Current/Pending/Other Support CalteCh



mailto:researchsecurity@caltech.edu
https://researchpolicy.caltech.edu/documents/34776/publication_spectrum_final.pdf
https://researchpolicy.caltech.edu/research-security/international_collaboration/federal-agency-requirements
https://researchpolicy.caltech.edu/research-security/international_collaboration/federal-agency-requirements
https://researchpolicy.caltech.edu/research-security/international_collaboration/federal-agency-requirements

Risk Mitigation References

Department of Defense (DoD)

DoD Matrix: June 29, 2023, amended May 9, 2025 and

March 9, 2026 (current version)

Considers Risk of: View DoD policies,

« Funding the Project Ellllitﬂtelim 3;1_ rﬂmﬂiﬂs
. . - . s://tinyurl.

« Possible loss of “IP”, including pre-published or com/vsbzwevt

patented information

Within the past 5 years

Fox in the Henhouse

Fox in the Henhouse Report

The U.S. Department Of Defense Research And Engineering’s Failures To Protect
Taxpayer-Funded Defense Research

Department of Energy (DOE)

Office of Research, Technology and Economic Security
(RTES) Framework

Considers Risk of:

« Funding the Project

« Possible loss of “IP”, including pre-published or
patented information

View DOE policies,
guidelines & resources

htips://tinyurl.
comy/3svzTIwl

Containment Breach: DOE

Containment Breach:

Failures in Research

The U.S. Department of Energy’s

Failures in Research Security and securit

Protecting Taxpayer-Funded
Research from Foreign Exploitation

Caltech



https://basicresearch.defense.gov/Portals/61/Documents/Academic%20Research%20Security%20Page/2026%20DoW%20Component%20Decision%20Matrix%20to%20Inform%20Fundamental%20Research%20Proposal%20Mitigation%20Decisions.pdf?ver=uf_txB5YT_N7ewpWfbpO5w%3d%3d
https://www.energy.gov/sites/default/files/2024-11/DOE%20RTES%20Framework%20Memorandum%2011.26.2024.pdf
https://chinaselectcommittee.house.gov/media/reports/fox-in-the-henhouse
https://chinaselectcommittee.house.gov/sites/evo-subsites/selectcommitteeontheccp.house.gov/files/evo-media-document/doe_report_containment_breach_final-v2-compressed.pdf
https://chinaselectcommittee.house.gov/media/reports/fox-in-the-henhouse
https://chinaselectcommittee.house.gov/sites/evo-subsites/selectcommitteeontheccp.house.gov/files/evo-media-document/doe_report_containment_breach_final-v2-compressed.pdf
https://chinaselectcommittee.house.gov/sites/evo-subsites/selectcommitteeontheccp.house.gov/files/evo-media-document/doe_report_containment_breach_final-v2-compressed.pdf
https://chinaselectcommittee.house.gov/sites/evo-subsites/selectcommitteeontheccp.house.gov/files/evo-media-document/doe_report_containment_breach_final-v2-compressed.pdf

Risk Mitigation

National Science Foundation (NSF) Er E

[=]=

National Institutes of Health (NIH)

NIH Decision Matrix NSE Trust Process
Risk Concerns Specific to: ] )
* Lad‘ Df Disclusure View NIH poljl:ies [ﬂhSIders RISk Of: E "I-“
guidelines & resources |_ . _\ * Funding the PmiEd View NSF policies,
https: 1:'];12 31::; Resgall‘ch Securl_fy for = Possible loss of “IP’, including pre-published or uidelines & resources
com/yadi23kv America’s Future in Space patented information ];;‘ms ! '.:élu:w;i
NASA’s Enforcement of the Wolf
U.S. researchers face new restrictions on publishing Amendment
with foreign corllaborators i
‘ THE SELECT COMMITTEE ON THE
STRATEGIC COMPETITION
BETWEEN
THE UNITED STATES AND
THE CHINESE COMMUNIST
PARTY
Research Security
US Researchers Face New for America’s Future
Restrictions on Publishing with in Space
Foreign Collaborators Appendix A Caltech



https://grants.nih.gov/sites/default/files/NIH%20Decision%20Matrix%20for%20Assessing%20Potential%20Foreign%20Interference%20for%20Covered%20Individuals%20or%20Senior%207%2026%2024%20clean.pdf
https://www.science.org/content/article/u-s-researchers-face-new-restrictions-publishing-foreign-collaborators
https://files.constantcontact.com/f0eecb46901/01f5f0ea-7b55-42d9-8420-011555a64e9a.pdf
https://files.constantcontact.com/f0eecb46901/01f5f0ea-7b55-42d9-8420-011555a64e9a.pdf
https://files.constantcontact.com/f0eecb46901/01f5f0ea-7b55-42d9-8420-011555a64e9a.pdf
https://files.constantcontact.com/f0eecb46901/01f5f0ea-7b55-42d9-8420-011555a64e9a.pdf
https://files.constantcontact.com/f0eecb46901/01f5f0ea-7b55-42d9-8420-011555a64e9a.pdf
https://www.science.org/content/article/u-s-researchers-face-new-restrictions-publishing-foreign-collaborators
https://www.science.org/content/article/u-s-researchers-face-new-restrictions-publishing-foreign-collaborators
https://www.science.org/content/article/u-s-researchers-face-new-restrictions-publishing-foreign-collaborators

Additional Risk Considerations

ADMINISTRATIVE COLLABORATIONS CRITICAL & EMERGING TECHNOLOGIES

CYBERSECURITY DATA PROTECTION EXPORT CONTROL

EXTERNAL PROFESSIONAL ACTIVITIES INSIDER THREAT RISK

INTELLECTUAL PROPERTY INTERNAL ACTIVITIES TRAVEL

VISITING SCHOLARS

Caltech
P



https://74d29f26-53f6-4da2-984a-5dfa32d1426c.filesusr.com/ugd/855211_38643d06ae7e47fab8433158e98543c8.pdf
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