Updated 8-4-2026. You may have a collaboration/publication that includes multiple research connections. If you do, please follow the most restrictive applicable instruction. e.g., | have both a postdoc who left the US (Category 3) and other Foreign Collaborators/Authors doing research in a
Foreign Country (Category 4), then | should follow the rules for (Category 4).

Category |Description GENERAL: Includes Export Control NASA Funded Project: Wolf Dept of Defense/War (DoD) Funded Public Health Service (NIH) Funded USDA Funded Project Dept. of Energy NSF Funded Project

Guidance Amendment Project** Project** (DOE) Funded

General Scientific Discussions (1) Discussions in the US * regarding Research: Scientific discussions OK if |GENERAL + GENERAL+ GENERAL+ GENERAL GENERAL GENERAL+
regarding published/publishable research (FRE) *. As long as general scientific discussions regarding Confirm that the general scientific discussion cannot be construed as  |Confirm that the general scientific discussion cannot be construed as Confirm that the general scientific discussion
(2) Discussions "outside” * of the U.S. regarding Research: No scientific research do not constitute a bilateral policy, program, No with persons or entities on the that may require prior approval as a foreign component. cannot be construed as collaboration. No
discussions about unpublished research with persons on or affliated with an |°"€" O contract, they are permitted. Parties lists is allowed. with persons or entities on the
entity on a US Restricted Parties (RP) List4, even if the subject matterisnot | 10Wever, these scientific discussions regarding Restricted Parties lists is allowed. **
controlled. research must also not involve discussions about
(8) Not MFTRP: Confirm that the general scientific discussion cannotbe | P/ateral collaboration between NASA and Chinese
construed as participation in a Foreign Talent Recruitment Program. entities.
Ensure no i with the ttps:// a q
discussion with a person or entity from a country of concern). roses/

Conferences & Meetings (1) Open Conference: The conference/meeting must meet the criteria for GENERAL+ GENERAL+ GENERAL+ GENERAL GENERAL GENERAL+
open conference and not be an MFGTRP, per CHIPS & SCIENCE ° * The conference cannot be a conference with only * DoD may require approval for use of DoD funds to pay for Foreign * Reimbursed Foreign Travel must be reported in DFIC- possible SFI | Acknowledge NSF funding and award number.
(2) Federal Funds Used for Travel: Foreign Travel may Require Approval for  [Chinese participants Travel (FCOI) Confirm that participation in conference
use of federal funds to pay for travel. Confirm requirements with your award | * NASA must approve of use of NASA funds to pay for | * DoD may require reporting to and/or approval of Foreign Travel (e.g., as | * Confirm that the presentation/abstract/collaboration cannot be cannot be construed as collaboration with
documents. Foreign Travel a contractual term of Award or as Requirement in Risk Mitigation Plan)  |construed as collaboration that may require prior approval as a foreign persons or entities on the Restricted Parties
(3) Conference in the US 2 If open conference/meeting is INTHE US, itis | The conference cannot be a conference hosted at a RP |* As appropriate, acknowledge DoD funding and Award Number. component. lists. Collaboration with RP is prohibited. °
[generally fine, as long as research is subject to FRE (subject matterisnot | Institution * Confirm that participation in conference cannot be construed as “As 3 fundingin with
controlled). with persons or entities on the Restricted Parties lists.No  |the Steven's Amendment ©
Conference "outside” ° US: If open conference is OUT OF US OR HOSTED collaboration with persons or entities on the Restricted Parties lists is
BY A FOREIGN ENTITY IN THE US: Researcher must perform Restricted allowed.
Parties Search (RPS) for hosting institution. If host Institution is a RP,
consider who the attendees are and the consequences of sharing
information with these individuals. If your award prohibits collaboration with
RP, then you may have to refrain from attendance.
(4) Avoid collaboration/co-authorship with persons or entities on RP list
(5) Use ORCID: Include your ORCID, if possible, with any published abstract
or conference proceeding.

Collaboration >Publication: (1) No Gratuitous Authorship. Do not provide gratuitous authorship. GENERAL+ GENERAL+ GENERAL+ GENERAL+ GENERAL+ GENERAL+

a 1 " (2) No Do not. asponsor if * Acknowledge NASA Funding and Award Number. * Acknowledge DoD funding and Award Number. N H funding in with the Steven's * Acknowledge USDA funding and award number. | * Acknowledge DOE funding and Acknowledge NSF funding and award number.

Allresearch was completed in the US, by people in the US*. that sponsor’s funding was not used for the project reported in the * Avoid collaborations/publishing where there is only | * Report Publications on RPPR. | Amendment ® * USDA has general research security disclosure |award number. Dear Colleague letter July 2024  expands risk

No publication restrictions. (FRE) publication. one foreign author and they are from PRC. * No collaboration with persons or entities on the Restricted Parties lists | Report Publications on RPPR. and training requirements, but they do not * DOE has a subject matter specific - |review and provides prohibitions. No
Steven's If to is allowed.

All authors still in US with US affiliations.
No Foreign Affiliations

PHS/NIH, DoL, DoEd
sponsor, follow Steven's i
(3) Use ORCID: Include your ORCID with all publications.

currently speak to publication.
* Guidance RE: i

Risk Matrix. It does not speak to
i t

anticipated.

* Risk Matrix and guidance re

with persons or entities on the
Restricted Parties lists is allowed.
Generalized Risk Matrix coming soon. Risk

(4) RP C: 0-authors: Avoid (including co- * Note: Caltech must certify that the investigator |publication/collaboration Review has been limited to Quantum
authorship) with anyone on a Restricted Parties List. has not been part of a MFGTP for the past 10 anticipated. Information Science. TRUST Program reviews
(5) Report US Affiliation: All authors should report US affiliation where the years. Appointments, Afiliations and Support.
research was done. |Active Collaboration Review and additional
1 FY27 SBIR/STTR Risk Matrix anticipated.
No visitors or visitors with current affliations with an entity on a US GENERAL+ GENERAL+ GENERAL+ GENERAL+ GENERAL+

Collaboration in US with Visitor from Foreign Entity

Collaboration - Publication

Parties List or visitors who are active in a Foreign Military from a
country of concern are allowed at Caltech. All Visiting Researchers should
be approved through VAR.

to lead to

If the Ct is 3
(1) No Gratuitous Authorship. Do not provide gratuitous authorship.
(2)No L Do not asponsorif

* Acknowledge NASA funding and Award Number.

* The proposed collaboration cannot be a bilateral one

with a Chinese Entity.

* If there are multiple foreign entities7, confirm that the

entities are not RP and that no RP funding was used.

* Ifvisitor or entity s placed on a RP list after arrival and

the visitor is from China, collaboration must end and
must be

that sponsor’s funding was not for the project reported in the
Steven's. B f iate to PHS/NIH, DoL, DoEd
sponsor, follow Steven's i
(3) Use ORCID: Include your ORCID with all publications.

(4) RP C¢ 0-authors: Avoid (including co-
authorship) with anyone on a Restricted Parties List. Confirm there is no RP
funding used and acknowledged.

(5) Report Visitor Affiliation: If Visitor has Foreign Affiliation, confirm that
they and their affiliated institution are not on RP list and that no RP funding
was used, before proceeding with publication. If RP or RP funding, contact
Associate Vice Provost for Research Policy and Compliance for guidance.

* Acknowledge DoD funding and award number.
Report Publications on RPPR.

* Confirm there is no RP funding

* Pl should have a documented explanation for all Foreign Affiliations,
especially if Visitor leaves and takes residence at a Restricted Party
Institution.

GENERAL+

PHS/HHS/NIH funding in with the Steven's
Amendment ®

* Report Publications on RPPR.

* If Visitor has Foreign Affiliation, NIH may consider this a "Foreign
Component” ° that requires pre-approval. Contact Research Security or
Office of Sponsored Research for guidance.

* Pl should have a documented explanation for all co-authors with
Foreign Affiliations

* Acknowledge USDA funding and award number.
* USDA has general research security disclosure
and training requirements, but they do not
currently speak to publication.

* Guidance RE:

* Acknowledge DOE funding and

award number.

* DOE has a subject matter specific

Risk Matrix. It does not speak to
ications, etc.

anticipated.

* Note: Caltech must certify that the investigator
has not been part of a MFGTP for the past 10
years.

* Risk Matrix and guidance re
publication/collaboration
anticipated.

| Acknowledge NSF funding and award number.
Dear Colleague letter July 2024 *° expands risk
review and provides prohibitions. No
collaboration with persons or entities on the
Restricted Parties lists is allowed.
Generalized Risk Matrix coming soon. Risk
Review has been limited to Quantum
Information Science. TRUST Program reviews
|Appointments, Affiliations and Support.

Active Collaboration Review and additional
FY27 SBIR/STIR Risk Matrix anticipated.
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Category |Description GENERAL: Includes Export Control NASA/Wolf Amendment Dept of Defense/War (DoD) Funded Public Health Service (NIH) Funded USDA Dept. of Energy NSF
Guidance Concerns Project Concerns** Project Concerns** (DOE)
Collaboration - Publication: (1) No Gratuitous Authorship. Do not provide gratuitous authorship. GENERAL+ GENERAL+ GENERAL+ GENERAL+ GENERAL+ GENERAL+
(2) No L Do not. asponsor if * Acknowledge NASA funding and Award Number. *Acknowledge DoD funding and award number - Pt NIH funding in with the Steven's * Acknowledge USDA funding and award number. | * Acknowledge DOE funding and | Acknowledge NSF funding and award number.
*
All research was completed in the US, by people in the US*. that sponsor's funding was not used for the project reported in the * If Co-author leaves, and has new Foreign Affiliation, *Report Publications on RPPR, | Amendment ® * USDA has general research security disclosure |award number. Dear Colleague letter July 2024 *° expands risk
No publication restrictions. (FRE) publication. confirm that the entity is not on a RP list. *Confirm there is no RP funding. = Report Publications on RPPR and training requirements, but they do not * DOE has a subject matter specific |review and provides prohibitions. No
Some authors have left US and have Foreign Affiliations. Steven's e fate to PHS/NIH, DoL, DoEd | * If there is only one author, they leave the US and are | * Some Caltech Awards Do Not Allow Continued * *Collaboration ifthe ~ |a Persons who have left Caltech, must report Caltech affiliation on the |currently speak to publication. Risk Matrix. It does not speak to collaboration with persons or entities on the

sponsor, follow Steven’s
(3) Use ORCID: Include your ORCID with all publications.

Foreign Affiliations

now affiliated with a Chinese entity, Caltech NASA
funded PI cannot continue collaboration with that

Collaborator has left the US. If your award has such a condition, you may
not continue to share data/manuscripts with the researcher who has left

publication. They can include a comment that they have since moved to
“New (Post-Caltech) Affiliation.” Inclusion of a Foreign Affiliation may

etc.

* Guidance RE:
anticipated.

* Risk Matrix and guidance re
publication/collaboration

Restricted Parties lists is allowed.
Generalized Risk Matrix coming soon. Risk

(4) RP C o-authors: Avoid (including co- person. the country. result in questions as to whether the foreign institution is a foreign * Note: Caltech must certify that the investigator Review has been limited to Quantum
authorship) with anyone on a Restricted Parties List. Confirm there is no RP *Persons who have left Caltech, must report Caltech affiliation on the component °. Contact Research Security or Office of Sponsored has not been part of a MFGTP for the past 10 anticipated. Information Science. TRUST Program reviews
funding used and acknowledged. publication. They can include a comment that they have since moved to | pesearch for guidance. years. | Appointments, Affiliations and Support.

(5) Report US Affiliation: Since all research was completed in the US, “New (Post-Caltech) Affiliation." = Pl should have a for all Foreign Aff , Active Collaboration Review and additional
Collaborator/Co-author should report US (e.g. Caltech) Affiliation. Persons * Pl should have a for all Foreign Affil . |especiatty if co-author is now at Restricted Party Institution. FY27 SBIR/STIR Risk Matrix anticipated.

who have left Caltech after research is complete, must report Caltech especially if co-author is now at Restricted Party Institution.

affiliation on the publication. Authors can include a comment that the

individual has since moved to "New (Post-Caltech) Affiliation." If

Collaborator/Co-author currently has a Foreign Affiliation, confirm that they

and their affiliated institution are not on RP list and that no RP funding was

used, before proceeding with publication. If RP or RP funding used, contact

|Associate Vice Provost for Research Policy and Compliance for guidance.

If the Cc ion is to lead to GENERAL+ GENERAL+ GENERAL+ GENERAL+ GENERAL+ GENERAL+

(1) No Gratuitous Authorship. Do not provide gratuitous authorship. No NASA funding can be used for any bilateral Reconsider Collaboration/Publication, especially if Foreign Affiliation  |Reconsider Collaboration/Publication, especially if Foreign Affiliation is * Acknowledge USDA funding and award number. | * Acknowledge DOE funding and Reconsider Collaboration/Publication,

(2) No Do not. asponsor if with someone affiliated with a Chinese is with Restricted Party. with Restricted Party. * USDA has general research security disclosure - |award number. especially if Foreign Affiliation is with Restricted
that sponsor’s funding was not used for the project reported in the Entity ©. and training requirements, but they do not * DOE has a subject matter specific |Party.

publication. I there are multiple foreign countries involved (three at |RPS Screening of all Foreign Collaborators/Authors and their Affiliated Conduct RPS Screening of all Foreign Collaborators/Authors and their  |currently speak to publication. Risk Matrix. It does not speak to

Steven's If least, but preferably four or more), you may proceed if Ifon RPS, and publish separately if |Affiliated If on RPS, reconsider collaboration and publish * Guidance RE: ications, etc. Conduct RPS Screening of all Foreign

to PHS/NIH, DoL, DoEd

sponsor, follow Steven's
(3) Use ORCID: Include your ORCID with all publications.
(4) RP Ct thors: Conduct RP ning on all authors and

no party is on the RP list- see below:
Conduct RPS screening of foreign collaborators/co-
authors and their affiliated institutions. If RP, do not

funding used and
publishing separately).

(5) Report Collaborator Affiliation: If Collaborator has Foreign Affiliation,
confirm that they and their affiliated institution are not on RP list and that no
RP funding was used, before proceeding with publication. If RP or RP funding,
contact Associate Vice Provost for Research Policy and Compliance for
guidance.

their current affiliation institutions. Avoid collaborations (including co- begin Ifd ed at time of
authorship) with anyone on a Restricted Parties List. Confirm there is no RP | that there is RP person, entity or funding, reconsider
IFRP, (consider (publish and/or contact the

Associate Vice Provost for Research Policy and
Compliance for guidance.

federal funding s used.

Some Caltech Federal Awards Do Not Allow collaboration on a project
with individuals outside of the US, including continued collaboration
with a person who has left Caltech. Confirm that your award allows for
collaboration. If your award has a prohibition on collaborations outside
the US, you may not continue to share data/manuscripts with the
researcher outside of the US or who has left the country.

Confirm there is no RP funding.

Ifacceptable, per above criteria, acknowledge DoD funding and award y
number.

Report Publications on RPPR.

Persons who have left Caltech where the research was conducted,
must report Caltech affiliation on the publication. They can include a
comment that they have since moved to "New (Post-Caltech)
Affiliation."

Pl should have a documented explanation for all Foreign Affiliations,
especially if co-author is at Restricted Party Institution.

separately if federal funding is used,
Possible Co-authorship with person in a foreign country: Co-authorship
could be a thatis a Foreign Component ° by
PHS/NIH. Foreign components require prior approval from PHS/NIH.
Contact Research Security or Office of Sponsored Research for guidance.

If Foreign Collaboration is approved:

funding in with the Steven's
| Amendment ®

Report Publications on RPPR

Persons who have left Caltech after conducting research, must report
Caltech affiliation on the publication. They can include a comment that
they have since moved to "New (Post-Caltech) Affiliation."

Pl should have NIH Approval documented and a documented

for all Foreign Affil

If Foreign Collaboration is not approved:

anticipated.

* Risk Matrix and guidance re

Collaborators/Authors and their Affiliated

* Note: Caltech must certify that the ir
has not been part of a MFGTP for the past 10
years.

anticipated.

Ifon RPS,
and publish separately iffederal funding is
used.

Dear Colleague letter July 2024 ** expands
risk review and provides prohibitions. No
collaboration with persons or entities on the
Restricted Parties lists is allowed.

Acknowledge NSF funding and award
number.

Generalized Risk Matrix coming soon. Risk
Review has been limited to Quantum
Information Science. TRUST Program reviews
| Appointments, Affiliations and Support.

Active Collaboration Review and additional
FY27 SBIR/STIR Risk Matrix anticipated.
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*If there is a Visitor who has an Affiliation with an Entity from a
Foreign Country, they would be considered Category 4 for
Collaboration Purposes, even if they did the research in the US
(because they would report their foreign affiliation in a

Anhlinatinnl

** Do not send US funding to Foreign Entity unless approved by
the Agency.

Notes:

Fundamental Research (FRE) means research in science, engineering, or mathematics, the results of which ordinarily are published and shared broadly within the research community, and for which the researchers have not accepted restrictions for proprietary or national security reasons. Prepublication review is

conducted solely to ensure that publication would not compromise patent rights, so long as the review causes no more than a temporary delay in publication of the research results AND/OR Prepublication review is conducted by a sponsor of research solely to insure that the publication would not inadvertently
divulge proprietary information that the sponsor has furnished to the researchers. 15 CFR 734.8

https://www.ecfr.gov/current/title-15/subtitle-B/chapter-Vll/subchapter-C/part-734/section-734.8

2INSIDE the US: General scientific discussions with non-US parties are always permissible when they focus on fundamental research and information in the public domain
3 OUTSIDE OF US: Using Visual Compliance, scan all potential collaborators from Russia, Iran, Syria, N. Korea, China, Cuba, and Venezuela (Countries of Concern) as they are either embargoed or otherwise heavily regulatec




“US Restricted Parties (RP). Restricted Parties Screening (RPS): Federal restricted party lists are lists of people, companies, institutions or foreign 55Agencies that the U.S. Government has identified as being of concern to U.S. national security. The federal government maintains several lists of restricted parties,
which it routinely updates. Some examples are the Department of Defense (DOD) 1286 List, the Bureau of Industry and Security (BIS) Denied Persons list, BIS Entity List and the Office of Foreign Asset Controls (OFAC) Specially Designated Nationals and Blocked Persons list. Caltech has a paid subscription with a
commercial entity that can be used to search all these lists. Contact researchsecurity@caltech.edu for access to this search engine. As a preliminary screen, researchers can use https://www.trade.gov/data-visualization/csl-search and https://sanctionssearch.ofac.treas.gov/ and https://sanctions-finder.com/.
These sites may also be helpfulif traveling. If there is a "hit" please contact researchsecurity@caltech.edu as soon as possible.

& Open Conference: International conferences or other international exchanges, research projects or programs that involve open and reciprocal exchange of scientific information, and which are aimed at advancing international scientific understanding and not otherwise controlled under current law are considered
an open conference; https://rt.cto.mil/wp-content/uploads/2025/03/Sec-10631-and-10632-of-CHIPS-and-Science-Act.pdf

When attending a conference abroad, consider the host institution and ensure it is not on the RPS list. Consider the subject matter and who you are engaging with. You may not share non-public information with people from Countries of Concern or those on the RPS list.

When hosting a conference abroad, scan participants in Visual Compliance to ensure they are not from Countries of Concern or otherwise on the RPS List.

Conferences must meet the criteria for open conferences.”

SChinese Entity: A Chinese national or an individual from/representing a Chinese university, institution, business, government, or other entity who is NOT a Caltech student, postdoc, staff or faculty

Caltech personnel, including students, postdocs, staff and faculty, who are foreign persons (e.g. here on a visa) CANNOT count as an additional foreign entity as part of a collaboration. For example, including a regular (not visiting) German Caltech student as a participant cannot transform a bilateral agreeme

8 Steven's Amendment, Public Law 101-166, Section 511: SEC. 511. When issuing statements, press releases, requests for proposals, bid solicitations and other documents describing projects or programs funded in whole or in part with Federal money, all grantees receiving Federal funds, including but not limited
to State and local governments, shall clearly state (1) the percentage of the total costs of the program or project which will be financed with Federal money, (2) the dollar amount of Federal funds for the project or program, and (3) percentage and dollar amount of the total costs of the project or program that will be
financed by nongovernmental sources. https://www.congress.gov/101/statute/STATUTE-103/STATUTE-103-Pg1159.pdf

° Definition of Foreign Components NOT-OD-26-084:Most instances of co-authorship represent a foreign component. The NIH recognizes, however, that certain contributions are so minor that they do not constitute an actual collaboration. For example, the provision of a single reagent might not be a collaboration
but could result in co-authorship. In addition, occasionally co-authorship arises through indirect association, such as when an NIH-funded researcher and a foreign researcher both independently work with the same domestic collaborator but only learn of this fact when a manuscript is prepared describing the work.
In all cases, NIH recipients should report foreign co-authorship to the funding Institute or Center as soon as they are aware of it to determine what steps, if any, need to be taken. https://grants.nih.gov/grants/guide/notice-files/NOT-OD-26-084.html

" NSF Dear Colleague Letter: Prohibition on Collaborations with Resticted Entities. NSF appropriated funds shall not be used for grants, contracts, other transactions or other assistance to an organization if the purpose is to conduct research in collaboration with restricted entities. This funding prohibition also
extends to the employees of such restricted entities.

Senior/key personnel are prohibited from holding an appointment or position with, or receiving research support from, a restricted entity. Further, senior/key personnel are prohibited from collaborating with a restricted entity, or employee thereof, on research funded by their NSF award.
https://www.nsf.gov/funding/information/dcl-prohibition-collaborations-entities-us-prohibited-party

References: References: References:



Related Reports and Articles:

Risk Matrix
https://basicresearch.defense.gov/Portals/61/Docum
ents/Academic%20Research%20Security%20Page/2
026%20DoW%20Component%20Decision%20Matrix
%20t0%20Inform%20Fundamental%20Research%20
Proposal%20Mitigation%20Decisions.pdf?ver=uf_txB
5YT_N7ewpWfbpO5w%3D%3D

Research Security for America's Future in  Fox in the Henhouse
Space

Defined in GPS 1.2:
The performance of any significant scientific element
or segment of a project outside of the United States,
either by the recipient or by a researcher employed by
aforeign organization, whether or not grant funds are
expended. Activities that would meet this definition
include, but are not limited to, (1) the involvement of
human subjects or animals at a foreign site, (2)
extensive foreign travel by recipient project staff for the
purpose of data collection, surveying, sampling, and
similar activities, or (3) any activity of the recipient that
may have an impact on U.S. foreign policy through
involvement in the affairs or environment of a foreign
country. Examples of other grant-related activities that
may be significant include:

“collaborations with investigators at a foreign site
anticipated to result in co-authorship;"

use of facilities or instrumentation at a foreign site; or
receipt of financial support or resources from a foreign
entity.

Foreign travel for consultation is not considered a
foreign component. (See Grants to Foreign
Organizations, International Organizations, and
Domestic Grants with Foreign Components chapter in
1IB).

NIH REMINDER ON FOREIGN COMPONENTS:
https://grants.nih.gov/grants/guide/notice-files/NOT-
0OD-26-084.html

GPS: Definition 1.2
https://grants.nih.gov/grants/policy/nihgps/html5/sec
tion_1/1.2_definition_of_terms.htm

GPS: Eligibility 16.2
https://grants.nih.gov/grants/policy/nihgps/html5/sec
tion_16/16.2_eligibility.htm

Appendix A Research Security for America's Future in
Space

US Researchers face new restrictions

USDA has general research security
disclosure and training requirements, but

Risk Matrix. It does not speak to
I etc. Risk Matrix and

Risk Matrix coming soon. Risk

they do not currently speak to i 1.
Guidance RE:Publications/Collaborations
anticipated.

Note: Caltech must certify that the
investigator has not been part of a MFGTP for
the past 10 years.

guidance re

anticipated.

Review is currently limited to Quantum
o Sci Only. TRUST P

reviews i and Support.
c Revi "
FY27 SBIR/STTR Risk Matrix anticipated.

Containment Breach

ch




